2/14 



CM 
(3 



V 



pi 

n 

si 

y| 
9. 

m 
p 
m 



Z3 

II 

oo 



V 







z 






o 


ATA 




MATI 


O 




a: 






o 






u_ 


Z 




z 


CONTE 




NTROL 1 
FA 






0'< 










3/14 

CO 

CD 




4/14 

FIG. 4 

f START j 



401 



.402 



<-r~ CONTROL INFORMATION 

__ADDED^_--— — 403 




READ CONTROL INFORMATION 


^404 


- I —c- 




ADD CONTROL INFORMATION 












t ^405 



^FALSIFICATION ^ 
DETECTION NEEDED/UNNEEDED 
INFORMATION ADDEDJU 



406 



ADD FALSIFICATION DETECTION 
NEEDED/UNNEEDED INFORMATION 



EXTRACT CHARACTERISTIC VALUE 



ADD CHARACTERISTIC VALUE 



407 



408 



ENCRYPT CONTENTS 



TRANSMIT CONTENTS 



-409 
^410 



.411 



JSTRANSMISSION ENDED?_ 
[YES 



o 
o 



g 

CO 



o 
o 



5/14 



O 

o 



o 

DC 

o 



o 



en 
o 



UJ 

o 
o 
tr 



Q 
Q 



Z LU <- 

pi 

Pis 

wzw 



O 

§ 

- Q_ 



< 



Ho 



85 



■as 



Ouj 
era: 
Q-< 



UJ 



6/14 



U 



N 

a 
0 
m 

01 



a 



CD 
6 



3 

II 

i| 

o z 

oo 



UJ X 



I 



O 

o 



a: 

LU 

s 



CE UJ 3 s 



1 

o 

UJ 

g 
> 



in 



7/14 



fu 



CD 




8/14 

FIG. 8 



( START ) 



RECEIVE CONTENTS 



I 



DECODE CONTENTS 



-801 



-802 




EXTRACT CHARACTERISTIC VALUE 



I 



808 



READ FALSIFICATION DETECTION 
INFORMATION 




YES 




9/14 



Q 




10/14 



P 

m 
Si 

W 




11/14 




CD 



D 



INPUT UNIT 




CO 

o 

00 

V 








COMMUNI- 
CATION 
UNIT 






CM 
O 
00 

V 




OUTPUT 
UNIT 










CPU 







LU 

ecu: 
coo 

I— CO 
ZCO 
LULU 
h-O 

zo 



CO 

h-LU 
Z(5 
LU< 

OCOD 



5o 
^co 
ctco 

£S 

-J D_ 

Is 

ZQ 
OQ 

o< 



oo 
wz 



CO 

L 

COO 
I— CO 

zco 

LULU 
l-O 

2: o 
Oct 

OQ. 



12/14 



FIG. 12 





ADDITION BASED ON 
DIGITAL WATERMARK 


ADDITION TO HEADER 


METHOD 1 


CONTROL NEEDED/ 
UNNEEDED FLAG 


CONTROL INFORMATION 


METHOD 2 


CONTROL NEEDED/ 
UNNEEDED FLAG 


ELECTRONIC SIGNATURE FOR 
CONTROL INFORMATION AND 
CONTENTS MADE BY TRANS- 
MITTING APPARATUS 


METHOD 3 


ELECTRONIC SIGNATURE FOR 
CONTROL INFORMATION MADE 
BY TRANSMITTING APPARATUS 
(_+ CONTROL NEEDED/UNNEED- 
ED FLAG) 


CONTROL INFORMATION 



13/14 



FIG. 13 



f~ START 




END 



14/14 



FIG. 14 



1404- 



1403- 



1402- 





SIGNATURE 






INFORMATION 


I 



HEADER INFORMATION 



WATERMARK 
INFORMATION 




SIGNATURE 
"PROCESS " 



SECRET 
KEY 



